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Is DevOps Right for You? Shifting Left and Continuous QA

Your need for faster software delivery is the primary reason for DevOps, “Shift Left” is a critical tenet of DevOps best practices. With DevOps, software
but there are notable other reasons why you may need DevOps. As indicated development, testing and delivery tasks are arranged to be completed early in the

in State of DevOps Report, DevOps, when implemented according to best pipeline of tasks from conception through deployment. In this way the lead time for

practices, delivers major and simultaneous benefits of dramatically improved delivery is shortened. Doing this is easier said than done. In traditional environments
agility, stability, efficiency, quality, security and employee satisfaction. If you have speed and quality are enemies of each other. It is the strategic application of DevOps best
needs for any combination of these benefits then you should consider DevOps. If practices that enable continuous quality assurance as the speed of deployments accelerate.

you need all of them then DevOps is compelling.

While much has been written about Continuous Integration (Cl) , Continuous Delivery
and Deployment (CD), it is continuous quality assurance and testing (CT) that is the
heart of every successful DevOps implementation. After-all it is testing that produces

test result and data such as verdicts critical for assessing the quality of artifacts from

Development Operations

Wants stability

each stage in the pipeline from design, integration, build, packaging, delivery and

Wants agility

Design Right @

deployment processes. Without results data from continuous testing there would be

no basis for promoting a software change to the next stage in the continuous delivery pipeline.

Shift Left
To “Shift Left” quality assurance for DevOps requires a re-engineering of traditional

@ QA practices. QA teams working independently and running tests after the
development hands over the changes does not work with DevOps. Instead, with

To be successful with DevOps, you will need to commit to a range of

continuous QA many of the testing and QA tasks are pushed earlier.

: : . Effective Continuous QA requires understanding and application of best practices for
transformations that span people, process and technologies. While there are no

_ . DevOps. Practices apply to test culture, continuous test strategies, end-to-end test

formal DevOps standards, DevOps embodies best practices based on lean _ _ _
- _ _ _ integration, DevOps test infrastructures, DevOps test frameworks, DevOps-ready
principles applied to software development and delivery with the purpose to

, - - test tools, test creation, test acceleration, test
continuously eliminate process friction and waste.

analytics, microservices and containers,

There are nine categories of best practices that apply and need to be mastered for database DevOps testing , DevOps security
effective DevOps: leadership, collaborative culture, modular design, continuous testing, continuous testing anti-patterns ,
integration (Cl), continuous testing (CT), security, continuous monitoring (CM), continuous test management, and other

elastic infrastructure, and continuous delivery and deployment (CD). advanced continuous test topics.

DevOps is probably right for you if you have a need for the benefits that DevOps
can deliver, and you have the means to implement best practices suited for

transformations specific for your needs.



Business Strategies for Continuous QA

Given the many variables and choices for Continuous QA practices listed on the
prior slide, the best route for your DevOps continuous QA journey may not be
obvious. Unfortunately some routes will lead to dead ends, the need to
back-track, and costly failures and setbacks. A good strategy, that best suits your
business is critical. Depending on your business some tactics may not be
important, but others are critical. A good strategy considers where your business
is now, in terms of maturity (sunrise startup, rapid growth or competitive) and

risk tolerance.

If a quality failure affects the health of your clients then it is least tolerant to risk.
For example life or death may be the result of a software failure. On the other
hand if a failure only causes a temporary effect on the business itself or is

contained to a specific application then it is more tolerant to risk.

Competitive
Continuous QA Strategy

Rapid High Speed /
Growth High Quality

Sunrise High Speed /
Startups Medium Quality

Maturity Level

Low Speed /
Low Quality

Risk Tolerance —m—mmmoov-v-—)p

Once you determine the maturity and risk tolerance, your business strategy for
continuous QA can be determined by the speed of software change and level of
quality assurance needed. For example - A highly competitive mature business has
low tolerance for risk. This means it would need higher speed of delivery and high
quality level at the same time. On the other hand the continuous QA strategy for a
sunrise startup with higher risk tolerance can suffice with practices that support a

lower level of continuous speed and quality.

Continuous Quality Strategies

With a DevOps shift left approach, quality is directly correlated to
mean-time-to-recover (MTTR) instead of Mean-Time-Between-Failure (MTBF)
measures. Software releases generally have a short life. The right strategy for your

organization is determined by the time available to detect and deploy repairs.

More sophisticated continuous QA practices for people, process and tech are

needed when MTTR times are shorter.

Quality .
Minutes Seconds
(MTTR)
Cross- QA QA & Ops
People Functional integrated integrated
SLAs with Dev with Dev
Process Dashboards Automated Autorr_]at_ed
reversals remediation
Tech 50% >80% 100%
== Automated Automated Automated

e [f MTTR is measured in days, then it may be sufficient to operate with Service Level
Agreements(SLAs) between cross-functional Dev, QA and Ops teams. Dashboard
displays of test progress and test results may be adequate to communicate test
information. It can suffice to automate only half of the tests provided manual tests
can be completed within a release schedule.

e |If MTTR is measured in minutes, then shorter more efficient communication links are
needed between Dev and QA. There is not enough time to process manual SLAs
when failures occur. Automated testing (e.g. 80%) and reversal of changes are
required.

e If MTTR is measured in seconds, then communication between Dev, QA and Ops
must be extremely efficient and tightly integrated. Failures may need to be resolved
by smart synthetic tools when people can not keep up with the pace of change. All

tests need to be fully automated.



Test Speedup Strategies Steps To Transform Your Enterprise

With a DevOps shift left approach, the time to conduct the entire range of tests for While each DevOps journey is unique for each business, there are some logical steps for
a software change must fit with the time target for the end-to-end continuous structuring continuous QA transformation projects. Following these steps will ensure
delivery pipeline. More sophisticated continuous QA practices for people, measured successful outcomes.

process and tech are needed when pipeline times are shorter.
1 Define your continuous QA strategy. Consider engaging a senior DevOps consultant who

has a track record in continuous QA to conduct a strategic DevOps QA assessment. Together
Quality
(MTTR)

with your cross-functional team decide the tactics that best fits your goals, business maturity,
risk tolerance, quality and speed requirements. Define success metrics that match your goals.

DevOps test Sample metrics can be coverage, time-to-test, remediation rates, for example.
leadership
team

DevOps test DevOps test

Feerle training archtect

. 2 Prepare the team. Determine the team and organization structure to lead, implement and
, mart test
Test creation creation and measure progress. Leaders and team members need DevOps test training according to the

tools

Process Test standards
analysis role they play.
Test tool Release

Toolchain .
frameworks Automation 3 Execute a pilot project. Pick an

application to trial the strategy.

Determine the scope and success
o |f the pipeline time is measured in days, then it may be sufficient for people in the measures for the pilot. Implement the

cross-functional Dev, QA and Ops teams to be trained on test driven development tool chain and create tests. Measure

(TDD) and test scripting. Test standards can be used together with test tools results, conduct a retrospective and

integrated into the continuous toolchain. adjust the strategy according to lessons
o If pipeline time is measured in minutes, then more sophisticated and dynamic learned.
co-ordination of testing activities are needed. A test architect should be assigned
to inject intelligence into test selection and result analysis. To keep up with the 4 Expand the implementation. Expand
faster rate of testing more sophisticated test creation tools supporting model the implementation to support other ‘
based or behavior based test methods are needed. Test execution may require a applications. Implement the expanded

test tool framework with sophisticated test orchestration and automation tool chain and create tests for each application. Measure results, conduct retrospectives and

methods integrated with the continuous tool chain adjust the strategy according to lessons learned.

o |f the pipeline time is measured in seconds, then testing requires a strategic test

leadership team to ensure optimal testing strategies are employed at all times. The 5 Monitor progress. Once the solution has been deployed to all applications continue to

smartest methods and tools for test creation and analysis are critical. Test measure results, conduct retrospectives and adjust the strategy and solution according to

monitoring and failure remediation is fully integrated in the pipeline and lessons learned.

automated.




Investments, Benefits and RO

DevOps continuous QA requires initial and ongoing investments. Benefits must be
visible to all stakeholders for them to buy-in and commit to the efforts required to

build and sustain the implementation. Return-on-Investment (ROI) is required for S u I I I I I Ia ry

business leaders to justify investments at all phases of the implementation lifecycle.

» DevOps is right for you if you need the benefits of DevOps and have
Pilot Application ROI

the means to implement best practices.
Benefit in lead time reduction Investment in tools & training

 Shifting left and Continuous QA is a critical requirement for DevOps.

A high % (E.g. 80%) of test automation is a key ingredient.

Business Unit ROI * Business strategies for Continuous QA are determined by

Investment in tooichains considering business maturity and risk factors.

Benefit in stability, Quality stionalized

* Continuous quality strategies are determined according to MTTR

requirements.
Enterprise ROI
» Speed strategies are determined according to deployment lead

Investment in continuous

Benefitin efficiency. pipelines rationalized

time requirements.
® Pilot Application ROI. Typically continuous QA pilot projects are justified by » Logical steps are defined to transform your enterprise to continuous QA.

financial savings. Team effort savings result from reduced lead time for testing an Benefits and ROl must be measured tojustify initial and ongoing
application compared to the costs of incremental training and tooling costs for the

opplicsifion * investments in continuous QA.
® Business Unit ROI. After a successful pilot, investments to scale-up the

implementation to cover more applications are justified by larger scale team and

other benefit factors such as savings from improved stability and quality metrics

derived across the business.
® Enterprise ROLI. As the enterprise recognizes the ROI of a business that has

iImplemented continuous QA it makes sense to scale-out the implementation to

other businesses in the enterprise. At this level overall enterprise efficiencies and

employee satisfaction become a major benefit to help justify investment in

enterprise-wide continuous QA.
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